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Security Without Sacrifice:
Delivering Affordable IT Security
Without Breaking The Bank

Nelson Da Silva
Fortinet

Benefits of being online

* New Education Initiatives
* Distance education
* Audio/Video On Demand
 e-Learning, e-Mentoring
* Collaboration
 Students, Parents, Faculty, Community

« Communication
» Social Networking, Research, Administrative, The Blogosphere

* And The List Goes On and On...
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Education Network Challenges

* Rapidly increasing bandwidth: 10Mb, 100Mb, 1Gb, 10Gb...
* New initiatives: Research, Audio/Video, P2P, Mobile, Web 2.0...
» Users: Students, Parents, Faculty, Community
* New Service Models
» Time Sharing, Out Sourcing, Virtualization, Cloud computing
* Remotes access
* Malware and lllicit Web Sites/Content

* Commitment to open networks o LG SPAM Q# 4
e Limited Funding éi @ VIRUSES _ 4
uty or care CONTENT (ot (PP P g —
: rrewalL VPN INTRUSIONS f
WAV, FIND A I\;EW JOB .COM i
WWW. FREE MUSIC .COM . ; BANNED o
WAWW. PORNOGRAPHY COM nuvziﬁ?q&ﬂsgmm CUNTENT g/*)
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Not Just Windows-Based Clients
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Navigating the Security Landscape
R m

Connection Security Application Security

Firewall
“External” threat protection

Web filtering
Protection from harmful
web sites and web content

Virtual Private M . .
Network (VPN) 5 ess_aglng SGCUI’I_ty
“Secure” private traffic etection and protection
blic networks from malicious email
S message content

Content Security

Intrusion Prevention
System (IPS)

Monitoring and active protection
from malicious traffic

Antivirus / Antimalware
Detection and removal of
malicious application content

1ET.
FZ=RTINET

Feature Priorities

Feature Firewall | AntiVirus Web

Filtering

Tertiary
Education

K-12
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Multiple Threat Vectors

P2P Viruses Pictures
Spyware
b “Mharens
\{ Intrusions
TCP UDP
Delivered Deliverad
Applications Applications

P
Deliverd
Applications

= Multiple Threat Types
» Various Application Entry Points
« Different Attack Functions
e Threat Payload Intent Varies

 Broad Range of Propagation
Techniques

= Application Threat
Vector
e Viruses & Spyware
e Spam & Directory Harvest Attacks
* Web Phishing
e IM and P2P file transfers

= Network Threat Vector
* Network Worms
+ DDOS/DOS
e IP Packet Capture
» Spoofing & Man-In-The-Middle
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Real Time Network Protection

Blended Threats Leverage Multiple Threat

Vectors

’
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=Malicious threats lead to
e Data loss

Identify theft

» Database espionage

Network downtime

Bad publicity

Regulatory fines

= The motive has changed
e From notoriety to criminal intent
* More malicious in nature
* Global in reach
* Predatory behaviors
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So... What is a blended Threat?

* Blended Threats

— use multiple infection and attack methods to leverage vulnerabilities found in
operating systems and applications

— harder to detect and block, blended attacks are created with a hybrid of
technologies such as virus, worm, Trojan horse, and backdoor attacks that are
delivered with email, infected Web sites and even alternate media

— May deploy social engineering techniques such as Phishing and Grayware

Trojan Virus Vulnerability Blended Threat
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Threat Life Cycle

- Boost Phase Intercept for f
\ ) Layered Ballistic Missile Defense System

o

| # Primary Mission: Kill Ballistic Missiles (EMs) during boost phase ]

® Early engagement—destroys Midoourse m Cues and tracks for
missile over launch area .. T 9{---99&_-5 yered defense system
“Ceny

Four Distinct Phases

* Transmission

* Penetration

e Launch | ﬂ
® P o pag at| on Frot e (FL.DT) | G ]

Transmission Penetration ~ Launch Propagation
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Blended Threat — W32/Pushdoltr

« Multiple Attack Vectors

e Spam email with malicious
attachment

e Email contains a trojan
downloader

 Downloads a rootkit to
cover activity

* Downloads multiple other
components

* The trojan uses a command P N

and control communication
channel
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W32/Pushdol!tr - Antispam

2 Merry Christmas |:| |E||z|
‘ Flle  Edit  Wiew Tools Message Help
L |
g & 8 o S
Repl Reply &l Forward Print -] Christ = X .
eply eply orar i erry Christmas |_||_||_| ° Antlspam
From: Eileen Caortez : File Edit ‘iew Tools Message Help 'l';* . .
Date: Monday, December 24, 2007 11:1) . = T reco nlzes emall aS
To: & & w8 = X 9
Subjeck:  Merry Christrnas © Reply Reply Al Forward Prirt Delete S pam
Attach: |[‘I_‘| eCard.zip (18.2 KB) From: Hartis Masters
Date: Sunday, January 13, 2003 8:36 AM e Blocks message
. . To: I .
Hi, dear Friend! Subject:  Merry Christmas fro m use r’S N bOX
) Attach: (B eCard.dip (16.5KE)
Eita sent you eCard with greetings.

Meny Claistmas! Good evening, dear Friend!
Best Regards. Jane sent you eCard with greetings.
Checl your attachment ;)
I Merry Christmas!
Bye.
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W32/Pushdol!tr - Antivirus

AspPogpSUhe19xul2 Hur +0dGEALS+FuN XS IvSKIvEx 15 SnpHAKgZe J£3955Upt SHRpLZ1hp Q7 IED
Jymp5SH1L8kAGA LT3 gs ¥ SdggP 4x NS Kyipkel i CggRhInor SyKQc WL OMOhRN zb CDHr Sag+aMaSZ0h
CRHypVzugTd3Bl cBfgffJukTehinkgnkKULidRNE JvO+k Y76 14 X Tpgk 6 Ors B+kru 2 +BvB Thv QuadxN
JZ0kptTkDz79VSLSBKIkor TOVNOOe HUy W2 YWIC1J 48T/ Zusul02 Yeoad X Ir inFoEGT4WRTZVEL
EVIESwP 6h IKCEOr ZZxGoo ZHZk1DhPRIgomnI DRESvWIRAXNrVRLIpOLlFVEhed W qdd6Yr DAL 1US
T6uijOylkzxg/ wgHe/ riHvypTasPECYPhSbICeh/ Nz0S3nK ) TEWIChIXE69MGLY 1GEUSE EvOgLEx
jBSbEZwhOrLispNahWeMVindh 65p 6TKYKWWI Acva+ndUgL YeqkifXDoyMuQsrRx IcDSdXkrgotnb
TZFVOtNOLOXFwFRPLCIAAZGep 1553sWpVSqIpDid3S0+W2HIKRAOPHWydHS TEN1 VR E MGU eV CETS
1BREVSUyeSFIPSINgXyLeEdhppahlhz i BE7 1iKy9SvRvgSe INGsypaqVkLhuatal 17/ sNpGCr 6K4C
a2cvl/0IKKEAI QVG+LY/ CSpuP 28R 1bJ i0PGFSPhty IrhZGrbx LESUTXnkEHENS jaGuxwS 1720
LEZThyTrnZdVNx+ZaCt lnD84hEePASzIPn/ LOwy 170 iV4TH+17duDHe Ly Coront I0£ASheul 33
2J+U1AnpSaHeG5dvBgn3 Dt+6VErgy lzr pvDIKO/ gpeHBoeD IHO1Wr 7REbrr IeGNUSF/ X4+vEnP/ +R
¢ JQEJZub i zuy4S, 174P10e AvLxhzD DK/ embxt ¥ 100gSE UePSvoLOsLukONeh Y AU40 e vZ Lkul
[BhCZ8a0/ v+uFrCFEEMECubyt Top ZrE/ Thwl z3 e I ERSLur kLI tVuZ X2 TRAFPIMvOI wxWERZ Triw
ID+pyGYLE2J8)eLsXIeGEHDsSFLS20zfFURrnfhgLp Ugot Ve S KxParxke C 20 ZeeQUEa3RIJp
INAG1PSbP 10CiNyAODL Mebmlv33h+4pGge6Th90I4U2 JABREQESIg6Fwtx e fHDBYgLmCH4POZTV D
ICPIfwr4wEIDI 13T 6r AR/ md IV 2SS LSudwh+aDMdV?/ 3BCIXDYUDiF 2£B£9¥n/ 85 AnBd/ yDoqTfh
LQZovEGTEEAI £ I+nka UT4p4 surQuy/ ArFE+5eDd AvE/ pEFruCrgdrgde ILzND+EN IXd zolzur+ic
YZPy/ Y3/ LagwlegVrxZgiiCxetCEpxCEIACVADE 4 19T ZASECEAL AZ8 AdyEGABTAVAACEDQFvovy T
iVeiKrd/QDEAZMAYWELANYDZ gOc AhwAz AZUBmwBNALFOAsyNSUTUVHES gBGAe TAe gD TARMDN Y Tk
iwFriReC4 10Fnl=RE4y4DbAr YAnAYECrgdHA1QYG2ZU3 2ePpvr XKx UOVHE ZNKS Ty YnLpRE4dgx KT
J3P12rPui6GETr GAWWVONdIVYRZ83 T+NVF yFowthIlgyr IzP+svCEXDIeCANPo7EZLDOVET JvLnt
CAIMMmAF 18 7KW AhHM Yo ZTiaECEC/ TR3JVAVAZ 203 P Hh dacmWAOgz0E/ Ik Quruc 103 LuHF X
2¥110A4cJETSuF ZQDeviYIliml By YwobtouljFEItys IrgK9QqOskSEPXPULOMuCP i/ HDr Hochs On
LKVMMAD TgREUhMPKT/ t213n3rBu+E 1PSES2 wkak Te iL3r TVGkxd4iuzKEuX 1/ TALSvoEIn6pwESy
1/ kDEU6W04vV i 0nGEXTD IPTESwp+p R KAlIL+Be T157q 2 TglifhpDvNe TF 6 GOTZ0u0qxLovnGa sLy¥
rhzos9giIxIf)sWD/ LN4ngyyd+Iy4F SEPxHaztni Teemd EKXGTEPE3 hHZD YU/ InwLpFJC3DoCC
ILFBE06gr 9089 poHENE LOhF+iVrt lugdownXKVESv2x e 7 1srnVkpdVF 07 0omk imE 162 XOgEE ok
2204 2ygvDS0HR+dOBD 1PQPkSv 10UZZ +R2fHP X+ Gt Q¥+83GOQHeGZ £37G30rg9z IHRDVUF42hiZk
{5DUFBQehxnAxX0Xo/ aNixSASea PHRIRI I OyiVeLOT+HCE+R+DVVGSE0TEI 7P JErBOYHA ZVS +£
AIShyS+kElcusy/ yFUPSDCL/ QLIPJeYploG+pr/ PERNMSESf UngaMwPidzmI 11 ¥n4sFLgqliBVSQ3d
g7 Tt E050POFa4qEd1UDLLL 672 £d30ZIDL4A3wPol iHE0++ENSSTEXumt Fula? AL Ir 1k 1OMEITN
SUPOMIZ Jbsg1555£95ub 0D/ er Ve iwoTr B3 cpoch Qkf JrKJ SEml pv4WOKgzQ1L+1Mz02 yGr 2 ATE 74T
IVYyViwdTx U1t 6hR6 IEySeS YHF419 jeS00dF wlBCvxdhahr J00P0sgSvEDF igg¥oa/ éqlyToieqs
TVMLSYTANMEnzNTt kM6 ZxDEL6R¥pCI ¢ 70Lp InTNpN4 TDox Yl LhwKh3 yRNavix 6cgix/ s/ Hal
314rw1936TuvOL/ IpStGegfxi/ IEHY0Z 1] AOHNVS InE40MNNFCnxx LI SGE 5 igF ywirgZ46vVsine
Z1+kvwElvOEVEENOHPWaKhCOys yHEEVGOSepE WMo Ty LEQH3Z UHS VX Tr VEVS IEQoPV1X2 6DT/ wagr P
110y 1o TSDrVEr HEuTuSysBd lr07ukiilyxFi744r EQqyEAP T ZnEZykPOXe Tt lgiCvmkivDe yELGla
Syhmn9CgBNIzP73 imMbLOPSyszhY 1nc1v/ Z60RrgEOThOP+Kp TOhHEq4 hNuL yuf UPCE6TD/ / uTTh

« Gateway antivirus detects the
malicious attachments
* The trojan downloader
* The rootkit
» The various other components
* Removes malicious payloads,

preventing accidental
execution

W32/Pushdo

Ei
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W32/Pushdol!tr — Intrusion Prevention

Victim
IP address
as integer |

Hard drive

Version serial number

Administrator?

Y Y y )
GET /s 60 16909969?m=3&a=1&r=1&hdﬁ‘=292020205?29
2d4443574d413141323735383234§_f5=1&gen=1&05=9408

00000500000000000000930800000200060000 HFTP/1.0

How many times
Pushdo has run

Filesystem type

(1=NTFS,0=0ther) 0OS version

Pushdo HTTP Request Variables

* |IPS detects communications
on the command and control
channel

» Blocks the transmission of the
infected host’s communication

W32.Pushdo.Virus.Detection
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The Changing Threat Landscape

——mass-mailer

* Threats vary and

evolve over time

* Consolidated

appliances
provide broad
coverage for

consistent

protection

Source: FortiGuard Research
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Assessing Your Risk

Business Impact Assessment
* What's the Impact of a negative event?
* What's the probability of it occurring?

Threat and Vulnerability Assessment
« What threats and vulnerabilities exist?

Risk Assessment _, highimpact, _
impact lower probability
* Over Simplified:
* Risk = Threat x Vulnerability x Impact

Keep It Real .
e Compare with others priority

highest
priority

high probability,
lower impact

 Does it make sense?

probabilit;
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Defense in Depth

e Strategy
« Layer defenses against threats
* Not just multiple vendor point solutions

PHYSICAL PERIMETER DEFENSE MEASURES

* Vendor agnostic strategy
« Consolidation is your friend
* Increase the difficulty for attacker

 Ease of administration
Triple

e Simplify enforcement Concertia [

* Educate faculty and students
|

Sensor

Figure IV-7. Physical Perimeter Defense Measures
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Are You Maximizing Your Investments?

Observe resources required to maintain systems
* Moves, adds, changes, training, maintenance
Re-Architect and/or Redeploy where needed
* Media sharing and segregation
Shape your traffic
* Network and application level
Consolidation
* Infrastructure, Data, Web Services

* Virtualization

18 Real Time Network Protection F::=RTINET.
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Some Case Studies
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School Deployment

Lab C t School
ab Computers U00uuuuuuuudgn .
0oooo 0oooo FortiGuard
|:| goooo gooon Rating servers

—

|:| School Network Internet
= |
Classroom 4
Computers :
Faculty
Computers
WEB APPLICATION ANTIVIRUS/

CONTROL

FIREWALL VPN |  FILTERING __ANTISPYWARE _|

o|
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TAFE College Deployment

"The $1.5 million savings will be achieved by reducing costs
associated with outsourcing agreements, savings on equipment
costs and software licenses, and reduced ongoing support

costs."
School
O0000uouoououdon " . . .
00000 00000 regular automatic reports provide our executive
0oooo 0oooo team with valuable insight into the security risks we are dealing .

with on a daily basis,"

Lab Computers FortiGuard
|:| Rating servers

]
) -
. & "

School Network - s — Internet

Faculty
Computers

WEB APPLIGATION ANTIVIRUS/ INTRUSION
; AN'IISPTW!HEV = PREVENTIQ!!_ =

CONTROL

SSL INSPECTION

FIREWALL 1P

.
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Campus Perimeter Security
Using Firewall + IPS + Antivi_r_y_g_+ Web Filtering

&
—

s \

0 Firewalls alone aren't enough to —
block today's blended threats. R — 9 When single packets are examined by point
} products with no deep packet, antivirus, and
FIREWALL - intrusion inspection technologies, blended

threats can often pass undetected.

CWE
S, EMAIL GETEWAY
WEE, VO SERVER
APPLICATION
CONTROL

106 109Gk
HARDWARE § SECURED
" __ACCELERATION r CORPORATE

|
___ANTISPAM___|

INTRUSION

___PREVENTION

9 Deep-packet inspection firewall technology,
such as Fortinet’s 5000 series, with state-of-
the-art antivirus and intrusion
prevention allows packet flows to be tracked.

ANTIVIRUS/
ANTISPYWARE

9 When multiple technologies examine entire packet flows, from content
inspection through reassembly, threats are stopped at the perimeter before
campus resources are compromised and application assurance is delivered.
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Fortinet Overview

 Leading provider of ASIC-accelerated Unified Threat Management (UTM)
Security Solutions

« Company Stats
» Founded in 2000
 Silicon Valley based with offices worldwide
» Seasoned executive management team
* 1,100+ employees / 500+ engineers
e 400,000+ FortiGate devices shipped worldwide

» Strong, validated technologies and products
* 24 patents; 85+ pending
e Six ICSA certifications (Firewall, AV, IPS, IPSec VPN, SSL VPN, Anti-Spam)
» Government Certifications (FIPS-2, Common Criteria EAL4+)
 Virus Bulletin 100 approved (2005, 2006, 2007, 2008)

i
i |lie A
siesy [[abg | LB
CERTIFIED T = DT et
i FIPE 140-2
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® FortiGuard Center ®

FERATINET.  FortiGuard Center S
fortiguardcenter.com Threat Research and Response E3

ortinet.com % FortiGuard Blog

FortiGuard 5 security 2 ce Library

APPLICATION CONTROL POPULARITY AND RISK LEVEL

UPDATE CENTER
Lse the table below to narrow down the 1,000+ applications based on category, technology, popularity, potential risk level
and date last released. Application Control
Database Version 659

Date Release

(=]
o
ol
I
o

Results 1 - 20 of 1044 matching applications

o E—— THREAT LEVELS
Application Hame Category |~ Technology | ™ Popularity | Y| Risk|™| pojoocoq T e
100Bao Peer-to-peer peer-to-peer Mot Popular 2008-12-09
126 Mail Web-based email browser-based Popular 2008-12-24
163 . Alumni Web browser-based Popular 2008-12-16 Spam: N
163.BBS Web browser-based Popular 2009-02-13 -
18500.Com Web browser-based Mot Popular 2008-12-16
250.Eu Internet Prosxy browser-based Mot Popular 2008-12-24 EORTIGUARD
2ch Web peer-to-peer Not Popular 2009-06-30 SERVICES
2ch.Posting Web peer-to-peer Mot Popular 2009-08-30
360buy Web browser-based Not Popular 2008-12-16
350guan Web browser-based Mot Popular 2008-12-16
380safe.Update System Update client-zserver Popular 2009-01-22
- 3PC Internet Protocol network-protocol Not Popular 2009-01-13
4zhared Web browser-based Mot Popular 2008-12-10
51.Com Web browser-based Popular 2008-12-16 Application Control




Thank You.
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What other vendor can generate this
type of feedback!

From: xxxxxxx@kl2.sd.us [mailto:xxxxxxx@kl2.sd.us]
Sent: Friday, September 14, 2008 6:30 AM

To: Info@AVFirewalls.com

Subject:

fortiguard is next to the *&$(#$% thing i1 have ever seen, or
experienced. . .whoever created this stupid program seriously has no
friends and hates fun...you suck
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